KAK HE CTATb YXEPTBOW
OULLINHIA

Ouwunr (aum. phishing or fishing “"pbibHas noens, BblyXuBaHue") - BUA MHTEPHET-MOLLEHHUYECTBa
ANA NONYYeHWA OOCTYNa K KOHPUAEHUManbHbIM [aHHbIM Mosb30BaTesen - IOrMHaM 1 NaposiaM. 3To
AOCTUraeTcA NyTeM NPoBeAEeHNA MaCcCOBbIX PACChIIOK 3M1IEKTPOHHbIX NUCEM OT UMEHW MONYNAPHbBIX
6peHA0B, a TaKMHKe NINYHBIX COOBLLEHWI BHYTPU PasnMyHbIX CEPBUCOB, HANpUMep OT UMeHN BaHKOB UK
BHYTPM COLManbHbIX CETEN.

BHUMATENbHO NPOBEPATb 3a4acTyto panblumeble
CCbINKY, N0 KOTOPOU nuceMa u panblumBble CanTbl
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Ha3BaHWK canTa

nepen 1eM Kak

&

BBOAUTL JIOMMH U . I
Naposib, HY}KHO

BMECTO TOro Ytobb
s . . KAK HE CTATb oo
ii?:::ee:a :MEch HEPTBOU CCbINKe, cneayeT
nepen agpecoMm OULLUHTA EBQCLM ;ipsgaom
caiTa Bbl yBUAUTE . 6y
npeduKc https (rae e DPAyRER
S 03HaYaeT secure) -
6e3onacHoe

AN

1=,

=
[
Aaxe ecnm NUCbMo Unu 06Hapy*uvB GULLMHIOBYIO He 3axoauTe B

COO06LLEHME CO CChINKOW
MPULLIIO OT NyuLLero Apyra,
BCE PaBHO HYHO MOMHUTb,
YTO €ro TOXe MoK
06MaHyTb UK B3N10MaTb.
MosToMy BeguTe ceba He

MeHee OCTOPOXKHO, YeM Mnpu

o6pameHMm CO CCbINKamu,
npuweawmnMm us
Hen3BeCTHOro UCToO4YHUKa

onepauuio, HeobxoauMo
coobLUTL 0 Hel B 6aHK
(ecnu NUCbMO NpULLNO OT
“MeHn PUHAHCOBOro
YYPEeHOEeHNA) Unn B
CNYHOY NOALAEPHKKU
couceTtu (ecnu Takue
CCbUKM PaccbINaeT KTo-To
13 nosnb3oBarenen) u T.4.

Mctounuk: CneacTteeHHbIn KomuTeT Pecnybnuku Benapyce.

OHNanH-6aHKM U TOMyY
nopo6HbIe cepBUCh! Yepes
oTKpbITble Wi-Fi-cetu B Kade
wnu Ha ynuue. Jyywe
BOCMO/b30BATLCA
MO6MABHBEIM MHTEPHETOM UK
noTepneTb, YeM NOTePATb
BCe AeHbIMM Ha KapTe
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@umuHr (a"ri. phishing ot fishing "peiOHas 10Bs, Bely)KHBaHUE") -
BUJI HHTEPHET-MOIIEHHUYECTBA JJIsl TOJTY4YEHUS 10CTyNa K
KOH(PUACHIIUAIBHBIM JTAHHBIM TMOJIb30BaTENEH - JIOTHHAM U TapOJIsM.
DTO IOCTUTACTCSA IMMYTEM MPOBEACHUSI MACCOBBIX PACCHUIOK
AJIEKTPOHHBIX MTUCEM OT UMEHH MOMYJISPHBIX OPEHJIOB, a TAKXKE JIMYHBIX
COOOIIEHUI BHYTPHU Pa3IMYHbIX CEPBUCOB, HAIIPUMEP OT UMEHU OAHKOB
WJIW BHYTPH COIMAIIBHBIX CETEN.

Kak He cTath kepTBOM (pUILIMHTA:

- BHUMATEJIbHO MPOBEPATH CCHUIKY, IO KOTOPO COOMPAETECHh KIIUKHYTh:
HE MepenyTaHbl J1 OyKBbI B HA3BaHUM CAWTA;

- IepeJ] TEM KaK BBOJUTH JIOTUH U MapoJib, HY>KHO ITPOBEPUTb,
3alUIIEHO JIU coeuHeHue. Eciu nepe aapecoM caita Bbl YBUJIUTE
npedukc https (rae s o3HagaeT secure) - 0€30MaCHOE;

- TaKE €CJIM MUCHhMO WJIM COOOIIEHUE CO CCHUIKOM MPHUIILIO OT JIYUILErO
Jpyra, BCE PaBHO HYKHO IIOMHUTh, YTO €r0 TOKE MOIJIM OOMaHyTh WU
B3j10MaTh. [loaTOMy BeauTe ce0st He MeHee OCTOPOKHO, YEM TPU
OOpallleHUU CO CChUIKAMM, TPUIIEIIUMHU U3 HEU3BECTHOI'O MCTOYHHUKA;
- 3a4acTy10 (pajablIvBbIE TMUChMA U (PATIBIIMBBIEC CANTHI BO BCEM
MOBTOPAIOT IU3aH HACTOAIIMX;

- BMECTO TOT'O YTOOBI KJIUKATh IO CCHUIKE, CJIEAYET BBECTH aipec
BPYYHYIO B HOBOM OKHE Opay3epa;

- OOHapyXKUB (PUITMHTOBYIO OIEPAIMI0, HEOOXOIMMO COOOIIUTh O HEH B
OaHK (ec/IM MUCHbMO MPUIILIO OT UMEHU (DUHAHCOBOTO YUPEKICHUS) WU
B CIIy>KOy MOJJEPHKKHU COLCETH (€CIU TAKUE CCHUIKUA PACChUIAET KTO-TO
U3 TO0JIb30BaTeICH) U T.1.;

- HE 3aXO0JUTE B OHJIAMH-0aHKH U TOMY IOJOOHBIE CEPBHUCHI Uepe3
oTkpbIThIe Wi-Fi-ceTn B kade nnm Ha yaure. JIydiie BOCTIONb30BaThCS
MOOUJIBHBIM UHTEPHETOM WJIM MOTEPIETh, YEM MTOTEPATH BCE ACHBIU HA
Kapre.

Nctounuk: CrnencrBeHHbiit komuteT PecnyOnuku benapyce.



